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This guide provides directions for installing the Fedora Core 2 or 4 operating
system on the server you'll use for configuring and managing nodes on your

SkyPilot wireless network.

This guide assumes administrator-level knowledge of IP networks, basic
knowledge of wireless networking, and a familiarity with the information in

Getting Started with the SkyPilot Network.
This guide is organized as follows:

® ‘Preparing for Installation” lists the server requirements for installation.

e ‘Installing Fedora Core” provides detailed instructions for performing a custom
installation of the Fedora Core operating system.

e “Configuring a Firewall for SkyPilot Operations” tells you which ports to open
for data traffic from SkyPilot devices if your server is behind a firewall.

Complete SkyPilot documentation is available from the SkyPilot website at

www.skypilot.com/support/.
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If you're setting up a SkyPilot network to use automatic provisioning of devices
under the Fedora Core 2 or 4 operating system, you must perform a custom
installation of the operating system. This custom installation prepares your server
for the installation of SkyPilot EMS software that will provide unattended
configuration of SkyPilot devices from a central server at your network operations

center (NOQ).

Requirements

Table 1 lists the hardware and software requirements for the server on which you'll

install the Fedora Core operating system and, later on, the SkyPilot EMS software.

Table 1. Server Requirements

Minimum Recommended
CPU (RAM) 2 GHz Pentium 3 GHz Xenon
Memory 512 MB 1GB
Hard disk 10 GB 40 GB
space
Network 10/100 Mbps Ethernet 10/100 Mbps Ethernet

SkyPilot 0S Installation: Fedora Core 2and 4 | 3






To prepare your server for provisioning and management of devices on a SkyPilot
wireless network, you must perform a custom installation (or reinstallation) of the
operating system that will, among other things, exclude software packages or
services that are duplicated by the SkyPilot EMS server software installation: the

Apache HTTP server, MySQL database server, VSFTPD server, and DHCP server.

Installation Procedure

WARNING The following installation procedure will reformat your server’s hard
drive, overwriting its contents. If you have important data on the
drive, back it up before proceeding.

To perform a custom installation of Fedora Core:

1 |Insert Fedora Core Disk 1 inthe CD-ROM drive of the server and reboot.

After the server reboots, the installer's Welcome screen appears.

2 (lick Next to continue.
3 Follow the prompts to select options on the Language Selection screen and

additional configuration screens, until either the Upgrade Examine screen (for
OS upgrades) or the Installation Type screen (for new installations) appears.
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Figure 1. Upgrade Examine screen
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The installation program has
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installation? @ e ! | Choose this option to freshly install your system. Existing software and
/ «data may be overwrittan depending on your configuration choices.

The following Red Hat product will be upgraded

If you choose to upgrade your
system, make sure that the
version of Fedora Core being
upgraded is correct.

To perform a fresh installation,
select Perform a new Fedora
Core installation.

Once you have made your
selection, click Next to continue.

] [Guorwerv]

4 If the Installation Type screen appears, skip this step. Otherwise, select Install
Fedora Core and click Next.

The Installation Type screen appears, prompting you to select the type of
installation: personal desktop (client), workstation, server, or custom.

Figure 2. Installation Type screen

Personal Desktop

Installation Type o) Perfect for personal computers or laptaps, select this installation type to

install a graphical desktop environment and create a system ideal for
home or desktop use.

Choose the type of installation
that will best meet your needs.

Workstation
O j This option installs a graphical desktop environment with tools for
7 - !

An installation will destroy any and system
previously saved information on

the selected partitions.

Server
o) Select this installation type fyou would e to set up fle sharing, print
sharing, and Web services. Additional services can alsa be enabled,

For more information concerning
and you can choose whether or not to install a graphical environment.

the differences among these
installation classes, refer to the

product documentation. [, Custom
@ (Lgr3  Selectthis nstalation type to gain complete control over the installation
!

pracess, including software package selection and parttioning.

@] [Gseevee]

Because you'll need to exclude or include specific packages and services to
support the SkyPilot EMS server, you must select the Custom option.

5 Select Custom and click Next.
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The Disk Partitioning Setup screen appears, offering you a choice between
automatic partition and manual partitioning (with the Disk Druid utility).

Figure 3. Disk Partitioning Setup screen

Disk Partitioning Setup

One of the largest obstacles for a
new user during a Linux
installation is partitioning. This
process is made easier by

roviding automatic partitioning.
P 9 P 9 Automatic Partitioning sets partitions based on the selected

installation type. You also can customize the partitions once

By selecting automatic they have been created.
partitioning, you will not have to
use partitioning tools to assign The manual disk partitioning tool, Disk Druid, allows you to

create partitions in an interactive environment. You can set the

MDUREPOIrTs,;cTeate DaMNoNS, .or file system typas, mount points, partition sizes, and more.

allocate space for your
installation. (® Automatically partition
O Manually partition with Disk Druid
To parition manually, choose the
Disk Druid partitioning tool.

Use the Back button to choose a
different installation, or choose
Next if you want to proceed with
this installation.

‘mw‘de HG\D‘ |Eﬁe\ease Nmes‘

6 Select Automatically partition and click Next.

The Automatic Partitioning screen appears, offering you a choice of
partitioning options.

Figure 4. Automatic Partitioning screen

J2]

Automatic
Partitioning
. . Before automatic partitioning can be set up by the
Automatic partitioning allows installation program, you must choose how to use
you to have some control the space on your hard drives.

concerning what data is

removed (if any) from your I want to have automatic partitioning:
system. () Remove all Linux partitions on this system
@ Remove all partitions on this system
To remove only Linux partitions () Keep all partitions and use existing free space
(partitions created from a I~
previous Linux installation), Select the drive(s) to use for this installation:

select Remove all Linux T = =
pariitions on this system. | hda 76293 MB ST380011A
To remove all partitions on ‘

your hard drive(s) (this includes
partitions created by other [] Review (and modify if needed) the partitions created
operating systems such as
Windows 95/98/NT/2000),
select Remove all partitions
on this system.

[«

‘@ Hide ﬂe\p‘ |Eﬁe\ease Notes ‘ =]

For this installation, you must remove all partitions (Linux and otherwise) from
the drive on which you're installing Fedora Core.
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Select Remove all partitions on this system. If your server uses more than
one hard drive, select the drive on which you want Fedora Core installed. Click
Next to continue.

When prompted to confirm the removal of all partitions (and all data stored
on them), click Yes.

The Boot Loader Configuration screen appears, providing options for booting
other operating systems.

Figure 5. Boot Loader Configuration screen

[2]

The GRUB boot loader will be installed on /dev/hda. | Change boot loader
Boot Loader

Con ﬁgu ration You can configure the boot loader to boot other operating
systems. It will allow you to select an operating system to
boaot from the list. To add additional operating systems,

By defau»l!. ‘he, GRUB boot which are not automatically detected, click ‘Add." To

loader will be installed on the change the operating system booted by default, select

system. If you do not want to 5 ‘Default’ by the desired operating system.
install GRUB as your boot |
loader, select Change boot ]Defam‘ |Labe‘ Device Add
loader. O pos /dev/hdaz
Fedora Core /dev/hda5

Edit

d Delete
You can also choose which 0S =

(if you have more than one)
should boot by default. Select A boot loader password prevents users from changing
Default beside the preferred options passed to the kemel. For greater system
boot partition to choose your security, it is recommended that you set a password.
default bootable OS. You will [] Use a boot loader password
not be able to move forward in

the installation unless you
choose a default boot image.

[[] configure advanced boot loader options

You may add, edit, and delete
the boot loader entries by
|_selectina a nartition with vour |

‘m Hide ﬂe\p‘ |@ge\ease Notes

[

Click Next.

The Network Configuration screen (Figure 6) appears, listing the network
devices on your system and providing options for IP addressing and DNS
settings. Figure 6 shows an example.

NOTE Automatic configuration of devices on a SkyPilot network requires a
provisioning server with a static IP address.
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Figure 6. Network Configuration screen

= Network Devices
Network
Configuration

Edit

Any network devices you have
on the system will be
automatically detected by the
installation program and shown
inthe Network Devices list.

Hosthame
To configure the network
device, first select the device
and then click Edit. In the Edit |
Interface screen, you can ® manually | | (ex. "host.domain.com”)
choose to have the IP and N
Netmask information

Set the hostname:

() automatically via DHCP

Miscellaneous Settings

configured by DHCP or you R I
can enter it manually. You can Gateway: | “ I ” |
also choose to make the Primary DNS: | ‘ | i} |
device active at boot time. Seconday DNS.E ‘ | i} |
- |
i

If you do not have DHCP client peayons: | |

access or are unsure as to
what this i ion is. nlease |[¥]

|@ Hide L('elp| ‘@ﬂelease Notes |

Deselect the option for setting a hostname automatically via DHCP, and then
make the appropriate selections and data entries for your network, including
a static IP address for the server and a hostname of your choice. For optimal
network connectivity, also include gateway and DNS addresses in the
Miscellaneous Settings area of the screen. Click Next to continue.

The Firewall Configuration screen appears.

Figure 7. Firewall Configuration screen

I2]

A firewall can help prevent unauthorized access to your computer from the
outside world. Would you like to enable a firewall?

@ No frevell

Firewall
Configuration

. What services should be allowed to pass through the firewall?
A firewall sits between your

computer and the network, and O WWW (HTTP)
determines which resources on O ETP
your computer remote users on [ ssH
the network are able to access. ] Telnet
A properly r:onﬁgured firewall O] Mail (SMTP)
can greatly increase the out-of-
the-box security of your system.
Other ports: |

Choose the appropriate
security level for your system, If you would like to allow all traffic from a device, select it below.

[ Oemo

No Firewall — No firewall
provides complete access to
your system and does no
security checking. Security
checking is the disabling of
access to certain services. This
should only be selected if you ol

[@rnsw] [

To ensure that the SkyPilot wireless network operates properly, it's
recommended that you install the operating system without firewall
protection.
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NOTE If security issues demand that you include a firewall, you can still use
the provisioning server by configuring the firewall to allow incoming
data traffic on the ports used by SkyPilot devices and remote clients;
see “Configuring a Firewall for SkyPilot Operations” on page 15. In this
case, for step 10 leave the Enable Firewall option selected and click

Next.

Select No firewall and click Next.

When prompted to confirm continuing without configuring a firewall, click

Proceed.

The Additional Language Support screen appears.

Follow the prompts to select additional languages, set a time zone, specify a
root password, and configure authentication, until the Package Group

Selection screen appears.

Figure 8. Package Group Selection screen

Desiwops _______________________J}
Package Group o \
~ ] % window System 1333 Deiais |||
Selection [j¢| Insvall this group of packages to use the base graphical (X) |
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Select the package (application) 1+] GNOME Deskiop (£ Details
aroups that you want o j“‘_'-‘“- Te g GNOME is a powedul, graphical uses mbedace which
select a package group, click on ' includes a panel, deskiop, system icons, and a graphical
the check box beside it file manager,
] KDE (K Deskiop Environment) [oy15]
Once a package group has been o KDE is a powesful, graphical user interface whch includes
selected, click on Details o view Lt panal, deskto, system icons, and a graphical file
which packages will be installed manager.
T T
ations
optional packages from that PR
group. ! Editors 137 Detais

Sometmes called text ediors, these ane programs that
l'_?" allow you 1o create and edit files, These include Emacs and
==,

[C] Enginsaring and Scientific [T
Thes group includes packages for perfoeming mathematical

%, and scientific computations and plotting, a5 well s it
COMY eTson,

Total mstall size: 2,394M

;mmmn] i:é&elemms_ | pacx | | Ben

You'll use this screen to choose package groups for exclusion or inclusion.

Table 2 shows which packages you must select or deselect for SkyPilot. For
packages not listed in this table, you're free to include or exclude each,

depending on your requirements.
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NOTE Be careful not to check the Everything box at the bottom of the
package group list. Checking this box automatically includes every
package options in the installation.

Table 2. Fedora Core Package Options for SkyPilot (Page 1 of 2)

Include (box checked) Exclude (box unchecked)
Desktop packages: Desktop packages:
IZ X Window System No exclusion requirement

[v] GNOME or KDE

Application packages Application packages

IZ Editors No exclusion requirement

m Graphical Internet

,Z Text-based Internet

IZ Office/Productivity

IZ Sound and Video

Server packages: Server packages:

[y/]  Server Configuration Tool |:| Web server (Apache)

|:| SQL database server and
clients

D FTP server

I:I Network servers (including

DHCP and Telnet)
Developer packages: Developer packages:
,Z Development Tools No exclusion requirement
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Table 2. Fedora Core Package Options for SkyPilot (Page 2 of 2)

Include (box checked) Exclude (box unchecked)
System packages: System packages:
m Administration Tools No exclusion requirement

,Z System Tools

IZ Printing Support

Miscellaneous packages: Miscellaneous packages:

No requirement D Everything

l:l Minimal

Click checkboxes to select or deselect packages for your SkyPilot software
installation (see Table 2). After selecting the appropriate packages (and being
especially careful not to check the Everything box), click Next to continue.

The About to Install screen appears.

Click Continue.

The Required Install Media screen appears, identifying the media you will
need to complete the installation.

Click Next.

The installer begins copying package files to the server’s hard disk, and a
meter tracks the installation progress.

When package installation is complete, the installer presents the first of a
series of screens on which you select system options and identify hardware
components.

Follow the prompts to make installation selections that correspond to your
system setup.

Finally, the installer prompts you to prepare the system for rebooting.
Remember to remove any installation media (diskette from the diskette drive
or CD from the CD-ROM drive) if they haven't been ejected.

Click Reboot to reboot the server under Fedora Core.
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When you boot Fedora Core for the first time, the system prompts you for
additional information, including a user profile and the type of display. A
resolution of 1024 x 768 is recommended for easier navigation of EMS.

What's Next

With your server running Fedora Core, you can now install the SkyPilot EMS

software that you'll use to provision and manage SkyPilot devices.

For instructions on installing the EMS software, refer to the SkyPilot EMS Installation

Guide, available from the SkyPilot website at www.skypilot.com/support/.
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Configuring a Firewall for SkyPilot
Operations

For optimal SkyPilot operations, you should install Fedora Core without a firewall.
However, if security concerns or other issues force you to use a firewall, you must
configure the firewall to allow incoming data traffic on ports that SkyPilot clients

and devices use for server communications (see Table 3).

NOTE FEach port you open reduces the overall security provided by the firewall.

Table 3. Ports to Open

To... Open these ports...
Allow EMS clients to connect to the 1098 TCP (JBoss RMI port)
EMS server

1099 TCP (JBoss RMI port)

4444 TCP (JBoss RMI object port)
3306 TCP (MySQL DB port)
32007 (Notification port)

Allow SkyProvision™ to configure 8000 TCP (HTTP server)
SkyPilot devices outside the firewall 20TCP (FTP serven)
21 TCP (FTP server)

67 TCP/UDP (DHCP server)

Allow SkyControl™ to monitor SkyPilot 161 TCP/UDP (SNMP Read)

devices outside the firewall 162 UDP (SNMP Traps)
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